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Abstract

The progressive digitalization of healthcare delivery and the widespread adoption of telemedicine have significantly expanded the

attack surface of clinical infrastructures.

Recent evidence shows that cybersecurity incidents do not result solely in informational or reputational harm, but are associated with
measurable adverse clinical outcomes, including excess in-hospital mortality during ransomware attacks.

In this editorial, we argue that healthcare cybersecurity should be recognized, at both the operational and governance levels, as a clin-
ical competency, on par with hand hygiene, radiation protection, and antimicrobial stewardship. We discuss the implications for
healthcare workforce training, managerial accountability under the NIS2 Directive, and the regulation of telemedicine platforms.
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Introduction

In recent years, numerous hospitals in Italy and abroad have
experienced cyberattacks that have temporarily disrupted electronic
health records, laboratory systems, connected medical devices, and
teleconsultation platforms. These incidents are no longer exception-
al but recurrent, affecting healthcare facilities of all sizes across all
countries. Telemedicine, which became a standard tool following
the COVID-19 pandemic, has amplified this phenomenon: each
connected device represents a potential access vector, and each tele-
consultation platform a channel leading into clinical information
systems.

The paradox is evident: the clinical effectiveness of digital med-
icine increases in proportion to its connectivity and, with it, its vul-
nerability also grows. Remote monitoring of cardiac patients, telera-
diology that extends specialist expertise to peripheral areas, and
teleconsultation that avoids the transport of critically ill patients all
depend on networks, protocols, and access credentials that can be
compromised.

Recent evidence

The healthcare sector is systematically among the most affected
by cyberattacks. According to the Verizon Data Breach
Investigations Report 2025,! which analyzed over 22,000 incidents
and 12,195 confirmed breaches, the healthcare sector recorded
1,710 incidents, of which 1,542 involved confirmed data breaches,
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with system intrusion among the predominant attack patterns.
Globally, third-party involvement - including supply chain and part-
ners - has doubled, rising to 30% of breaches. The IBM Cost of a
Data Breach Report 20252 documents that the average cost of a
healthcare data breach reached USD 7.42 million in 2025 - the high-
est among the sectors analyzed for the fourteenth consecutive year
- with an average time to identify and contain an incident of 279
days, also the highest among all sectors analyzed.

In Italy, the report by the National Cybersecurity Agency, "La
minaccia cibernetica al settore sanitario", updated to September
2025,3 documented an approximately 40% increase in cyber events
affecting healthcare organizations in the first nine months of 2025
compared with the same period in 2024 (60 events vs. 42), continu-
ing a growth trend that, over the 2023-2024 biennium, had reached
111%. The report highlights in particular the relevance of ran-
somware attacks, credential compromise, and malware dissemina-
tion via e-mail, within a context characterized by a widespread lack
of basic security measures and insufficient targeted staff training.

More relevant from a clinical perspective are data linking cyber-
attacks to patient outcomes. The study by Neprash, McGlave, and
Nikpay,* published in 2026 in the American Economic Journal,
Economic Policy, analyzed Medicare data from 163 U.S. hospitals
affected by ransomware attacks between 2016 and 2021,5 using a
Difference-in-Differences (DiD) design. The authors estimated that,
among patients already hospitalized at the time of the attack, in-hos-
pital mortality increased by 34-38%, while hospital activity volume
declined by 17-24% during the week of the attack, with recovery
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occurring within approximately three weeks. These are econometric
estimates based on a model rather than individually verified causal
links; however, the population-level signal is robust and replicable.

The fourth annual Cyber Insecurity in Healthcare report by the
Ponemon Institute and Proofpoint, published in October 20256
reports that 72% of healthcare organizations affected by major types
of attacks (ransomware, cloud compromise, supply chain attacks,
business email compromise) experienced interruptions in patient
care, and that 29% of these reported an increase in mortality. The
same study attributes a significant proportion of incidents to human
factors - negligence, unintentional errors, lack of awareness, and
non-compliance with organizational policies.

European and Italian Regulatory Framework

Directive (EU) 2022/2555 (NIS2), transposed in Italy by the
Legislative Decree of September 4, 2024, No. 138,7 has included the
healthcare sector among those considered highly critical, imposing
specific obligations for cyber risk management, 24-hour early noti-
fication, and full incident reporting within 72 hours of becoming
aware of the incident, and assigning direct responsibility in this area
to management and administrative bodies, which cannot be delegat-
ed solely to IT functions.

On the product side, Regulation (EU) 2017/745 on Medical
Devices (MDR)8 governs software with medical functions, while
Regulation (EU) 2024/2847, known as the Cyber Resilience Act,®
introduces horizontal cybersecurity requirements for products with
digital elements. Medical devices regulated under the MDR are,
however, excluded from the scope of the Cyber Resilience Act
(Article 2) in order to avoid regulatory duplication: their cyberse-
curity remains governed by the MDR framework. The Cyber
Resilience Act applies in full from December 11, 2027, but its
Article 14, which requires manufacturers to report actively exploit-
ed vulnerabilities and severe incidents within 24 and 72 hours
through the single reporting platform operated by ENISA, applies
from September 11, 2026. Nevertheless, the boundary between the
two regimes requires careful attention from manufacturers and
user organizations across the entire supply chain. It should be
noted that in December 2025 the European Commission proposed
arevision of the MDR and the /n Vitro Diagnostic Medical Devices
(IVDR), which would remove the exemption of medical devices
from the Cyber Resilience Act and integrate cybersecurity incident
reporting into the MDR framework,!0 indicating that the boundary
between the two regimes is evolving. However, a critical issue
remains in the transition between certified devices and the network
infrastructure through which their data are transmitted: a clinically
validated device may still be exposed to cybersecurity risks if the
operational environment does not ensure adequate security condi-
tions.

A specific feature of telemedicine

Teleconsultation platforms, remote monitoring devices, and con-
nected digital health applications now represent a rapidly expanding
ecosystem, within a regulatory framework that is still in the process
of consolidation. Without claiming exhaustiveness, we consider it
useful to propose three operational principles that should guide the
design and management of these solutions: i) minimum exposure -
each connected device should transmit only the clinically necessary
data, through encrypted channels and to authenticated recipients; ii)
resilience by design - each platform should include business conti-
nuity procedures in the event of compromise, so as not to interrupt
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the delivery of care; iii) transparent accountability - developers and
operators of telemedicine platforms should be publicly accountable
for their security standards, with the same level of transparency
applied to clinical effectiveness.

Cybersecurity as a clinical competency

The technical countermeasures currently recommended - net-
work segmentation, multi-factor authentication, isolated and regu-
larly tested backups, and the principle of minimum exposure - share
an often-implicit assumption: that those who adopt and use them
understand their clinical rationale. A strong password shared via
messaging applications becomes a weak password; multi-factor
authentication bypassed by approving an alert received in the middle
of the night no longer provides protection; a backup that has never
been tested is a promise, not a safeguard.

We therefore argue that healthcare cybersecurity should be rec-
ognized, at the operational, managerial, and organizational levels,
as a clinical competency, rather than a mere administrative compli-
ance requirement or a regulatory burden to be delegated to the
Chief Information Officer. It is so in the same sense as hand
hygiene, radiation protection, antimicrobial stewardship, or trans-
fusion safety management: domain-specific technical practices
that safeguard patient safety and whose link to clinical outcomes is
now well established.

From this recognition, at least two operational consequences
follow. The first concerns training. Basic cyber competencies - rec-
ognizing phishing attempts, properly managing access credentials,
distinguishing a trusted network from a compromised one, under-
standing the functions and limitations of multi-factor authentica-
tion, and knowing what to report and to whom in the early hours
of an incident - should be taught, practiced, and assessed with the
same rigor as other fundamental clinical procedures. The prevail-
ing model of a final-assessment e-learning module is inadequate
for this purpose.

The second consequence concerns the governance level. The
structure of the NIS2 Directive -which assigns explicit cybersecurity
responsibilities to management and administrative bodies - is consis-
tent with framing cyber posture as a dimension of clinical gover-
nance. A healthcare executive who does not understand, at least at a
fundamental level, their attack surface and notification obligations
would be in a position analogous to that of someone unfamiliar with
their clinical outcome indicators.

Conclusions

The currently available evidence consistently indicates that
cyberattacks targeting the healthcare sector do not produce only
economic or reputational harm: they result in interruptions of care
delivery, delays in clinical procedures and, in certain circum-
stances, excess mortality estimated at the population level. The
European regulatory framework (NIS2, MDR, Cyber Resilience
Act) provides a coherent normative structure; however, its effec-
tiveness depends on the ability of healthcare systems to internalize
cybersecurity as a clinical dimension, rather than as an additional
compliance requirement.

From this perspective, investing in cybersecurity awareness and
training for healthcare professionals does not constitute an ancillary
cost: it is, in substance, a component of clinical education and a
patient safety measure. What is at stake is not data protection: it is
patient protection.
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